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Abstract—Federated cloud facilitates data sharing across 

multiple organizations. Existing distributed storage systems 
cannot support efficient data search with complicated query 
requirements. This paper proposes a DS-index solution to 
provide distributed search in federated cloud, targeting to 
support multi-attribute range search with secondary index. DS-
index includes a three-layer architecture with a multi-attribute 
index overlay, a tree-based P2P network layer, and a federated 
cloud layer. In addition, a dynamic mapping algorithm has been 
presented for DS-index to map between different layers. We have 
also defined a Markov Chain-based cost model to facilitate node 
selection and mapping. The proposed DS-index solution is 
capable to support multi-attribute range queries in the federated 
cloud. The experiments have shown that, the DS-index solution 
with cost model can save the computation resource and reduce 
network bandwidth consumption by around 30% comparing to 
the one without cost model. It can also reduce the splitting/ 
merging times by around 20% comparing to the state-of-the-art 
solution. 

Keywords—distributed search; federated cloud; secondary 
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I.  INTRODUCTION 

Cloud computing is the paradigm to establish large-scale 
infrastructure and provision computation, storage, and high-
level services to end users on demand. Many applications [1] 
[2] have been deployed in cloud to leverage the availability and 
scalability provided by cloud. With the growth of cloud usage, 
the resource and scalability provided by a single cloud provider 
are approaching the limits [3]. Federated cloud has been 
proposed to joint multiple external and internal clouds together 
to achieve extended resources and improved scalability. 
Federated cloud facilitates data sharing across geographically 
dispersed organizations. Storing of large-scale data can be 
achieved by deploying distributed storage system in cloud, e.g. 
Amazon’s Simple Storage Service (S3) [4], etc. Data can be 
retrieved from huge dataset via file ID, object ID, or primary 
key. However, query requirements are more complicated in 
real world. Users may want to search data based on combined 
attributes with specific ranges from the cloud. Existing 
distributed storage systems have no support for secondary 
index. They cannot provide efficient data search for multi-
attribute range queries.  

This paper has proposed a DS-index solution to provide 
distributed search in federated cloud, targeting to support 
multi-attribute range queries with secondary index. Here DS 
stands for Distributed Search. DS-index includes a three-layer 
architecture with a multi-attribute index overlay, a tree-based 
P2P network layer, and a federated cloud layer. In addition, a 
dynamic mapping algorithm has been presented for DS-index 
to map between different layers. We have also defined a 
Markov Chain-based cost model to facilitate node selection and 

mapping. Our work is based on the BAlanced Tree Overlay 
Network (BATON) [5] network and combines with 
multidimensional secondary index to support multi-attribute 
range search. The works that are most similar to ours is RT-
CAN [6] and CG-index [7]. RT-CAN integrates CAN-based 
Peer-to-Peer (P2P) network and the R-tree based indexing 
scheme to support multi-dimensional queries. CG-index 
organizes computer nodes into a BATON network and builds 
B+-tree indexes to support one-dimensional queries.  

Section II presents the system overview of the proposed 
DS-index solution. Dynamic mapping algorithm and Markov 
chain-based cost model are elaborated in Section III. Section 
IV shows the experiments and evaluation results, and Section 
V concludes the whole paper.  

II. SYSTEM OVERVIEW OF DS-INDEX 

We propose a DS-index solution in this paper to provide 
distributed search in federated cloud, targeting to support 
multi-attribute range queries with secondary index. In order to 
support multi-attribute range search across dispersed locations, 
a three-layer search architecture has been proposed for DS-
index solution. The three layers include: 1) a multi-attribute 
index overlay, providing data indexing and multi-attribute 
range search capabilities within a private cloud, 2) a tree-based 
P2P network layer, supporting query forwarding and routing 
across different clouds, and 3) a federated cloud layer, 
providing physical connection within a cloud and between 
clouds.  

A. Multi-attribute Index Overlay 

The multi-attribute index overlay is dedicated to indexing 
data and providing complicated search features in each private 
cloud. The data is indexed by a multidimensional tree in each 
private cloud, so that multi-attribute range queries can be 
achieved within the cloud. To build a multidimensional tree, 
the data space is partitioned along different dimensions 
(attributes). Many kinds of multidimensional trees can be 
deployed here, e.g. KD-tree [8]. We call these 
multidimensional trees the distributed search trees as they are 
dispersed in the federated cloud with each private cloud having 
one search tree. Search trees for different clouds may have 
different fan-outs and depths, because the data in different 
clouds have different scales and distribution. The search tree is 
updated when there are data updates in the cloud, including 
new data insertion, old data deletion and update. A search tree 
consists of a group of nodes, including internal nodes (the root 
node and intermediate nodes) and leaf nodes. Each node 
contains a subset of data that are located in the node and its 
descendants. More specifically, each node is coupled with a 
group of data value boundaries, which are corresponding to the 
multiple attributes of data.  
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B. Tree-based P2P Network 

The tree-based P2P network layer takes charge of query 
forwarding and routing between clouds. We adopt tree-based 
P2P network because the tree structure is capable to support 
range queries with each peer being mapped (or managing) 
some data with a range of values. Here we deploy P2P 
BATON tree [5] in this layer. A BATON tree consists of a 
group of peers that are built from servers across the federated 
cloud. Each peer keeps routing information to the related peers, 
whose corresponding servers may come from the same cloud 
or different clouds. In our design, each peer in the BATON tree 
is corresponding to a node from the distributed search trees. 
When a node from a distributed search tree is mapped to a peer 
in the BATON tree, the data value boundaries of that node are 
published to the peer. Each peer maintains a routing table to 
keep data value boundary information for itself and the related 
peers. When a peer receives a query command, it will look up 
the routing table to decide which peers to forward the query 
command by comparing the data value boundaries and the 
search range. With the mapping and query forwarding, desired 
data can be searched across the federated cloud. The mapping 
between search tree nodes and BATON peers is described in 
Section IV. The construction and update of BATON tree 
follow the processes described in [5]. 

C. Federated Cloud Layer 

The federated cloud layer provides physical connection 
within a private cloud and between the clouds. A federated 
cloud is the deployment and management of multiple external 
and internal cloud computing services to match business needs. 
Federated cloud can enable data sharing across different private 
clouds for scientific research and collaborations. Data is owned 
by individual organization/private cloud in the federation. To 
facilitate distributed search, servers from different private 
clouds are connected based on the P2P BATON BATON 
protocol [5], corresponding to the BATON peers. If two peers 
are routing neighbors in BATON, a TCP/IP connection is kept 
between the two corresponding servers. The mapping from a 
P2P network to a federated cloud layer is straightforward, as 
peers are built from servers across the federated cloud. Each 
private cloud has at least one server corresponding to the 
BATON peer.  

III. MAPPING ALGORITHM AND COST MODEL 

A. Dynamic Mapping between Index Overlay and Tree-
based P2P Network 

To facilitate data search across the federated cloud, some 
nodes from search trees in the index overlay are selected and 
mapped to the peers in tree-based P2P network (Fig. 1). When 
a node is selected for mapping (in dark color in Fig. 1), its data 
value boundaries are published to the corresponding peer in the 
BATON tree accordingly. With new data insertion and old data 
deletion/update, the search tree will be updated by splitting/ 
merging nodes or rebalancing itself. The corresponding peers 
in the BATON tree will need to send messages to inform the 
related peers about the changes of data value boundaries. The 
message exchanges will lead to network cost eventually.  

A dynamic mapping algorithm is proposed for DS-index 
solution, to select nodes from distributed search trees and map 
to the peers in P2P BATON tree. The algorithm targets to 
reduce network cost incurred by message exchanges between 
peers. In a cloud environment, network cost is one of the main 
concerns for cloud deployment and maintenance. Dynamic 
mapping is proposed here to adjust node selection for the case 
of search tree updates and query pattern changes.  

 

Fig. 1. Illustration of mapping between index overlay and P2P network  

Initially, the algorithm selects the nodes in the 2nd level 
(children of the root node) of each search tree and maps them 
to the peers in P2P BATON tree. The reasons to choose this 
level of nodes for mapping are: 1) the cost of publishing data 
value boundaries of nodes in the 2nd level is relatively low 
compared to publishing those in the lower levels; and 2) 
mapping nodes in this level leads to fewer false positives in 
search than mapping the root node. 

The node selection strategy always guarantees index 
completeness and index uniqueness for the distributed search 
trees. For a set of nodes S selected for mapping, the index is 
considered complete if and only if any data in the local dataset 
is contained by one node in S. Index completeness guarantees 
the correctness of query processing. In the other hand, the 
index is considered unique if for any node belonging to S, its 
descendant nodes are not belonging to S, and vice-versa. Index 
uniqueness minimizes the total cost of the published index. In 
order to reduce network cost, the nodes selected for mapping 
are dynamically adjusted during the operation of federated 
cloud. For each of the selected nodes, the cost of selecting the 
current node is calculated and compared with the cost of 
selecting its children nodes. The calculation and comparison 
continue until the leaf nodes, and the node selection strategy 
with the least cost will be opted. The adjustment of node 
selection happens when the tree updates or query pattern 
changes meet some pre-defined criteria, A cost model is 
defined (in the next part) to calculate network cost and 
facilitate node selection and adjustment.  

With the proposed mapping algorithm, DS-index can 
enable federated data search across clouds with dynamic 
mapping between distributed search trees and P2P BATON 
tree. Network cost can be reduced with fewer message 
exchanges and less network bandwidth consumption, which is 
the main advantage in a cloud environment. 

B. Cost Model 

We define a cost model and apply in the mapping algorithm 
to map between index overlay and tree-based P2P network. 



Two types of network cost are considered in the model: 1) 
index maintenance cost: incurred by node splitting and 
merging, and tree rebalancing; and 2) node selection cost: 
regarding selecting and mapping nodes to a BATON tree. A 
Markov chain model [9] is applied to define the cost. We 
propose a three-state Markov chain model, in which three 
states are splitting, merging and rebalancing. 

1) Index Maintenance Cost: Index maintenance is 
triggered by the search tree update including three scenarios: 
splitting, merging and rebalancing. Network cost is incurred 
when node splitting/merging and tree rebalancing lead to 
removal/addition of corresponding peers from/to the P2P 
BATON tree. It is measured by the number of messages 
exchanged. The maintenance cost of node n is defined as 
follows: 

 
                      (1) 
where N is total number of peers in a P2P BATON tree, logN 
is average routing cost in a P2P BATON tree, ps(n) is 
probability of splitting node n in the multidimensional search 
tree, pm(n) is probability of merging node n with another node 
in the multidimensional search tree, pb(n) is probability of 
rebalancing the multidimensional search tree caused by 
splitting or merging of node n, and T(n) is the total number of 
node removal and mapping from/to the P2P BATON tree due 
to rebalancing.  

2) Node Selection Cost: Node selection cost includes the 
cost of selecting a set of nodes S and map to a P2P BATON 
tree. It mainly considers false positive cost and index 
maintenance cost. False positive happens when high-level 
nodes are selected and mapped to the BATON tree, and some 

sub-queries are routed to the corresponding peer, but cannot 
get any results. Cost of selecting a set of nodes S is defined as 
follows: 

 

                                                   (2) 

  

where C(n) is the indexing cost of node n, C(n)=Cp(n)+CM(n), 
CFP(n) is the false positive cost of node n, QFP(n)={q|q.range 
∩ n.range ≠ ø ˄ |f(q,n)| = 0}, CFP(n)=logN|QFP(n). 

IV. EVALUATION 

In this section, we evaluate the performance for the 
proposed DS-index solution. The performances are compared 
among the DS-index with cost model, DS-index without cost 
model, and CG-index with cost model. CG-index [7] presents a 
solution based on B+-tree to address the cloud search problem, 
which can support single-dimension range search. CG-index 
also deploys a P2P BATON tree for cloud search, which is 
similar to our solution. To support multidimensional indexing 
and search, we use Universal B+-tree [10] to replace B+-tree in 
CG-index and all other mechanisms maintain the same as in 
[7]. For DS-index, we deploy multi-way KD trees for local 
multidimensional data search. All experiments are conducted 
on a Linux Server with Intel(R) Xeon(R) CPU X5650 @ 
2.67GHz and 64GB of RAM, running 64-bit Ubuntu 10.10. 
The parameters used in the experiments are listed in Table 1. 
Due to the space constraint, we do not show the results of 3, 5, 
and 7 attributes for node splitting and merging. 

Fig. 2.  Performance comparison on node splitting 

Fig. 3.  Performance comparison on node merging 



TABLE I.  PARAMETERS USED IN EXPERIMENTS 

Parameter Setting 
Dimensionality  2, 3, 4, 5, 6, 7 
Warmup 1,000 points 
Insertions 50,000 points 
Deletions 10,000 points 
Page limit of multi-way KD tree 2, 4, 6, 8, 10, 12 
Order of Universal B+ tree 2, 4, 6, 8, 10, 12 
Number of peers 100, 200, …, 1,000 

A. Splitting 

Performance comparison of splitting times is presented in 
Fig. 2 using three different approaches: DS-index with cost 
model, DS-index without cost model and CG-index with cost 
model. DS-index with cost model is much more efficient than 
the other two approaches for data with 2 ~ 6 attributes because 
of its excellent cost model, as shown in Fig. 2 (a) ~ Fig. 2 (c). 
Compared with DS-index without cost model, DS-index with 
cost model causes less splitting times because its node selection 
criteria guarantees index completeness and index uniqueness. 
There are not many splitting times in DS-index with cost 
model. DS-index with cost model uses less splitting times than 
CG-index with cost model because the former is more flexible 
than the latter. The latter explores Universal B+-tree based on 
z-order [7], which is somehow difficult to adapt to frequent 
data insertions. 

B. Merging 

Fig. 3 demonstrates performance comparison of merging 
times using three different approaches. Obviously, DS-index 
with cost model is much more efficient than the other two 
approaches: DS-index without cost model and CG-index with 
cost model for data with 2 ~ 6 attributes, as shown in Fig. 3 (a) 
~ Fig. 3 (c). DS-index with cost model causes fewer merging 
times than DS-index without cost model because its node 
selection guarantees index completeness and index uniqueness, 
and there are not many merging times in DS-index with cost 
model. Compared with CG-index with cost model, DS-index 
with cost model uses fewer merging times because it is more 
flexible than CG-index with cost model.  

C. Network cost 

Network cost is measured by the number of messages 
exchanged between peers. The more messages are exchanged, 
the higher network cost they cause. Network costs are shown in 
Fig. 4 for DS-index with cost model and DS-index without cost 
model. Compared with DS-index without cost model, DS-
index with cost model reduces 27.65% in maximum and 
26.40% in minimum in terms of the number of messages 
exchanged, respectively. Average reduced percentage is 
27.32%. DS-index with cost model is better than DS-index 
without cost model in network overhead because its excellent 
cost model reduces splitting times, merging times and 
rebalancing times compared to DS-index without cost model. 
In addition, DS-index is scalable as shown in Fig. 4.  DS-index 
with cost model has better scalability than DS-index without 
cost model, and the message exchanges are increased at smaller 
sub-linear rate when the number of peers increases. 

 

 

V. CONCLUSIONS 

This paper has proposed a DS-index solution to provide 
distributed search in federated cloud, with target to support 
multi-attribute range search with secondary index. DS-index 
includes a three-layer architecture, and we have presented a 
dynamic mapping algorithm for the DS-index solution to map 
between different layers. We have also defined a Markov 
Chain-based cost model to facilitate node selection and 
mapping. The proposed DS-index solution is capable to 
support multi-attribute range queries in the federated cloud. 
With the dynamic mapping algorithm and cost model, the 
proposed DS-index solution is more cost-effective than the 
traditional P2P networks as it can reduce the network cost in 
terms of index maintenance cost and node selection cost. The 
experiments have shown that, the DS-index solution with cost 
model can save the computation resource and reduce network 
bandwidth consumption by around 30% comparing to the one 
without cost model. It can also reduce the splitting/merging 
times by around 20% comparing to the state-of-the-art solution. 
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