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Abstract— Einstein-Podolsky-Rosen (EPR) is the building
block of entanglement-based and entanglement-assisted quantum
communication protocols. Prior shared EPR pair and an authen-
ticated classical channel allow two distant users to share a secret
key. To build a network architecture where a centralized EPR
source creates entangled states by the process of spontaneous
parametric down-conversion (SPDC) then routes the states to
users in different access networks. We present a metropolitan op-
tical network (MON) architecture for entanglement distribution
in a typical telecommunication infrastructure. The architecture
allows simultaneous transmission of classical and quantum sig-
nals in the network and provides a dynamic routing mechanism
to serve the entire MON. However, the strong launch power
of the classical signals impairs the weak quantum signals when
they coexist in the same optical fiber. Raman scattering Stokes-
shift is the major physical impairment on the higher wavelength
quantum signals which, caused by the lower wavelength classical
signals. Therefore, we also study the physical impairments in the
network to reduce the nonlinear effects and improve the quality
of the signals. In our architecture, quantum and classical signals
travel in the same optical fiber, but in different spectral bands. We
show Raman Stokes-shift wavelength range and the peak power
gain when simultaneous transmission of both signals occur in the
same optical fiber. Reducing the physical impairments increases
the traveling distance of the signals and the number of the access
networks in the MON.

Index Terms— architecture, security, cryptography, quantum,
entanglement, gkd, epr.

I. INTRODUCTION

Quantum information processing offers higher capacity than
Shannon limit [1] and offers unconditional security [2], [3].
Quantum communication provides high capacity in optical
communication by making the signals dense in the phase
space so the indistinguishability of the quantum states signals
becomes a matter [4]. In addition, quantum engineering intro-
duced more advancement in the capacity [5], [6], [7], [8]. The
high capacity plays an important role in the optical space long
distance communication due to the lack of proper amplifiers
in optical networks [9]. However, it is expected that quantum
communication will mature and reach the full capacity limits
[11], [12], [13]. Because tapping on classical information in
fiber optic is possible, physical layer security is vulnerable to
different attacks. Let alone, information leaks within the same
fiber links by crosstalk and in particular when the fiber cable
is bent [14]. Therefore, quantum cryptography and quantum

key distribution became promising solutions for cryptography
and secure data communication [15]. Following, experiments
and deployments on quantum key distribution increased [18],
[19], [20], [21]. As a result, the well-known BB84 protocol
was the first commercialized quantum key distribution. Recent
experimental deployment of a differential phase shift quantum
key distribution was successful with a key rate of 1.1 kbps in
a 90 km metropolitan area [19].

The motivation of our work is that two remote parties
can create and exchange a secret key using the unconditional
security quantum physics provides. A prior shared small secret
key helps in creating an arbitrary larger one as the security of
quantum cryptography is based on the laws of quantum me-
chanics. However, current quantum key distribution protocols
are limited to symmetric-key algorithms and the point-to-point
connection setups [15]. In addition, the communicating parties
are required to have access to two types of communication
channels. An authenticated classical channel and, an optical
channel made of dedicated optical fiber links or point-to-
point free-space line-of-sight [22], [23]. Migrating quantum
key distribution protocols from point-to-point to many-to-
many network setup requires different structure and becomes
costlier [24], [18], [25], [20]. Telecommunication companies
have adopted and implemented optical networking in their
telecommunication networks [26]. In addition, there is an
increasing interest in the passive optical networks (PON)
because active components like optical amplifiers and some
converters are not required. Also, its reliability and the ro-
bustness is expected to increase [27]. Thus, it is possible
to have a reliable uninterrupted optical channel linking two
parties for sending and receiving quantum states. Therefore,
it is possible to integrate quantum channels in the telecom-
munication networks for commercialization [28], [29], [30],
(311, [32], [33], [34], [35], [36], [37], [38], [39], [40], [41],
[42]. Furthermore, having wavelength division multiplexing
techniques as a standard in the telecommunication networks
made optical networking infrastructure possible to serve mul-
tiple parties [43]. Specifically, quantum key distribution can
use the wavelength division multiplexing (WDM) techniques
to create a unique and a dedicated quantum channels [44].
However, quantum channels need to be isolated from the
classical channels because quantum signals are much weaker
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TABLE I
INSERTION LOSSES IN COMMON OPTICAL NETWORK COMPONENTS
Component Wavelength range | Insertion loss (dBm)
Single-mode fiber 1550 0.2 km
Single-mode,fiber 1310 0.32 km
CWDM mux,8-Ch 1270-1610 1.5
Switch 32,x 32 1270-1675 1

than the classical ones. Thus, the signals of quantum states are
prone to be disturbed when they are traveling simultaneously
with the classical signals in the same fiber optic.

In this paper, we present a MON architecture for quantum
entanglement distribution and secret keys establishment. We
identify and design the main components of the network. Then,
we study the challenges caused by the physical impairments.
Using a typical telecommunication infrastructure, our archi-
tecture provides a mechanism for simultaneous transmission
of quantum and classical signals in the same optical fiber with
minimum signal interference.

We also design a reconfigurable backbone node for dynamic
and selective wavelength adding, passing or dropping in any
access network. The architecture distributes quantum entangle-
ment and extends the signals traveling distance. Consequently,
it increases the number of the access network in the MON.
Section II we cover the related work and the recent approaches
in the literature. In section III we present a MON for en-
tanglement distribution. We cover the backbone network, the
access networks, the physical impairments, Raman scattering,
the channels of the classical and quantum signals and, the
entanglement distribution in MON. Finally, the conclusion in
section IV.

II. RELATED WORK

Three designs of MON for quantum entanglement distri-
bution were proposed in [45]. The designs had off-the-shelf
MON components to decrease the overall cost and to integrate
them with the current telecommunication infrastructure Table
I. The access networks had tree topologies connecting many
users. Two users in different access networks can receive
entangled states with no restrictions on their physical lo-
cations. The first design was a single access network with
direct links to distribute two entangled photons. It had low
cost and low signal loss because it involved few networking
components. However, it was possible to create up to eight
access networks because of the utilization of the CWDM and
the DWDM techniques. Other two designs were proposed for
quantum applications that required conventional and quantum
communication channels. One of them uses both channels and
contains three access networks connected to a ring backbone
topology by passive (OADM). And the other design increased
the number of the access networks by using mesh topology. As
a result, the communication distance increased with acceptable
signal loss and the use of different paths made the network
robust against attacks and link issues.

GHz-clocked QKD system is the practical design in [3]
for generating and distributing entangled states. Secret key

management subsystem supports different quantum applica-
tions. The design showed the true limit of QKD and pro-
vided the possible solution to realize high security for long-
distance communications. In addition, it quantified the trade-
off between reliability and network security, especially when
taking into considering the length of the secret and the network
cost. Unifying different approaches led to developing eight
channels WDM. The Implementation of the design was in a
network that scales a metropolitan optical network. The setup
used two WDM channels with wavelengths of 1547.72nm and
1550.92nm for sending signals. And two avalanche photodiode
detectors (APD) for receiving the signals. Decoyed BB84
protocol with time-bin signals showed 1.244GHz clock rate.

There are security threats arising in photonic networks.
Confidentiality and integrity of the data being transmitted in
the optical fiber were the focus in [24]. For example, control
plane in commercial networks is a useful tool in photonic
networks, especially for path control automation. However, it
has a risk for controlling different network layers and its ability
to open closed networks. Also, the cross-connect and the
reconfigurable optical add-drop multiplexer are vulnerable to
security threats. The proposed protocol provided a conceptual
secure model for QKD in photonic networks. It manages
the secret keys generated by QKD to encrypt user data and
network control signals by KMS. And, it secures the quantum
states path by working with different controllers.

Gigahertz-clocked multi-user QKD is an application of
quantum cryptography over a passive optical network (PON)
in [33]. It utilizes the unused wavelength of 850nm and
compatible with current fiber optic telecommunication. The
clock rate is up to 3 GHz and it covers MON that spans a
distance of 10km. There are two approaches for the access
network. First uses the middle node as a passive optical
splitter to form many-to-many links. This approach reduces
the network cost and complexity compared to a multi-users
quantum system with dedicated links. The second approach
is one-to-many PON with a typical optical splitter to transmit
data in different routes. Both approaches were efficient and
showed low QBER. However, the first approach can offer
a higher transmission rate when finding the optimal number
of photons per pulse. The second approach is susceptible to
polarization-dependent loss (PDL) in the wavelength of 850
nm, which results in low bit rate. Using PDL compensator
between sender and receiver reduces this effect.

III. ENTANGLEMENT DISTRIBUTION FOR SECRET
KEY ESTABLISHMENT IN OPTICAL NETWORKS

In this section, we present our quantum entanglement
distribution architecture. The main challenges are finding a
dynamic distribution mechanism and reducing the physical
impairments. Therefore, we start by presenting the backbone
network and the design of the dynamic backbone nodes. Then,
we define the wavelengths of the classical and the quantum
communication channels. After, we study the physical im-
pairments in the defined channels. Specifically, we study Ra-
man scattering, which is the main physical impairment when



the launch power of the shorter wavelength classical signal
is greater than the launch power of the longer wavelength
quantum signal. We show the impact of Raman Stokes-shift
on the signals of the quantum channel. After that, we show
a simple design of entanglement distribution in an access
network. Finally, we present the complete architecture and the
numerical results for the entire network.

A. Backbone Network

In our design, the backbone network connects many access
networks and has a ring topology. Reconfigurable optical
add/drop multiplexers (ROADM) are nodes in the backbone
for selective wavelength adding, dropping, or passing. Optical
line terminals (OLT) are nodes at the end of point-to-point
links to multiplex a set of wavelengths into a single fiber and
demultiplex a set of wavelengths into multiple fibers. We are
considering CWDM as the multiplexing technique in the core
network, which is a typical technique in the telecommunication
infrastructures. Based on the ITU standards, CWDM grid has
18 channels between 1270 nm and 1610 nm for spacing
of 20 nm. We place a ROADM on the backbone for each
access network and OLT between the ROADM and the access
network component. The OLT does not require a transponder
because all the signals will have a wavelength that matches
CWDM or DWDM. ROADM handles traffic between the
backbone and the access network by adding, dropping, or
passing specific signals Fig. 1. We designed the ROADM using
eight channels CWDM multiplexer and 32x32 Micro-electro-
mechanical systems (MEMS) optical switch Fig. 2. The inser-
tion losses of the multiplexer and the optical switch are 1.5
and 1 dBm respectively as in Table I. When the backbone
traffic arrives at the ROADM, it gets demultiplexed in the
backbone/ROADM to eight channels and passes to the optical
switch inputs 1 to 8. If a signal does not belong to the current
access network, the switch passes it to the corresponding 1 to 8
output to be multiplexed in the backbone/ROADM then passes
to the backbone. Signal belonging to the access network passes
to outputs 9 to 16 for multiplexing in the AN/ROADM and
then passes to the access network. Access network outbound
traffic gets demultiplexed in the AN/ROADM. Then, passes
to the switch in the inputs 9 to 16. It gets multiplexed in
the backbone/ROADM then sent to the backbone. This node
introduces an insertion loss of 4 dBm for passing, dropping,
or adding traffic.

B. Assignment of Quantum and Classical Channels

Applications of quantum cryptography requires two com-
munication channels. A quantum channel to send physical
quantum states and a classical channel for information rec-
onciliation and privacy amplification. So, transmitting quan-
tum and classical signals in the same network is important.
However, in fiber-optic communication, the launch power of
the classical signals is much stronger than the launch power
of the quantum signals. So, nonlinear interaction occurs from
Raman scattering and four-wave mixing (FWM). For this
reason, the overlap between classical and quantum signals
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Fig. 1. This MON has four access networks. Incoming traffic from the
backbone arrive to the ROADM for dropping in the access network, adding
data from the access network to the backbone, or directly passing to the
backbone.
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Fig. 2. ROADM is made of multiplexer/demultiplexer and MEMS optical
switch. The optical switch is reconfigurable remotely to route the inputs from
the demultiplexer to either the backbone for passing or the access network
mux for dropping. The access network demultiplexer passes signals to the
switch, which are then routed to the backbone.

become difficult to reject. Therefore, we separate the quantum
and the classical signals to travel in different spectral bands.
The classical signals travel in the original O-band (1260-
1360). Also, the quantum signals travel within the S-band
(1460-1530), C-band (1530-1565), and L-band (1565-1625).
In addition, the quantum signals travel in the low loss region as
the typical attenuation loss in 1300 nm is 0.4 dBm/km while in
1550 nm is 0.25 dBm/km. Based on the ITU grid standards for
the CWDM, the space between channels is 20 nm. Moreover,
a pair of entangled states can travel in the S-band at 1531-1571
nm and at 1511-1591 nm [46]. Consequently, entangled states
can be created in DWDM or CWDM ITU channels by fine
adjustments of the light source power in the SPDC process.

C. Physical Impairments

The infrastructures of optical networks can transmit a clas-
sical signal even with the existence of crosstalk. Giving that,
the added noise is 40 dBm less than the launch power of the
original signal. The launch power of classical channels can be
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Fig. 3. Shows the FWM with respect to different separation between two
continuous wave (cw) pumps with launch power of 0 dBm. Increasing the
channel separation and the distance decreases the FWM effect.

100 dBm greater than the launch power of the quantum signals.
Therefore, classical and quantum channels react differently
to the physical impairments that occur within the channels.
The source of noise in the optical networks mainly arises
from FWM and Raman scattering. Additionally, amplified
spontaneous emission generated from optical amplifiers and
weak isolation from the classical channels affect the quantum
signals [47]. The Interaction in fiber optic that occurs between
two or more pumps and the fiber optic X3 nonlinearity causes
the FWM. FWM produces most of the noise in short distance
links when the at frequencies close to each other. However, in
practice, separated frequencies and long distance links make
the effect of the FWM much weaker than the effect of Raman
scattering. To show the impact of FWM is not within our
defined channels, we set a two continues wave pump to 0
dBm, then vary the separation between the wavelengths Fig.
3. As a result, the impact of FWM decreases and becomes
very weak when the channel spacing is equal or larger than
20nm. Additionally, polarization multiplexing and improving
channel configuration reduces the impact of the FWM [48].
Thus, we will examine the effects that Raman scattering has
on the quantum channels.

D. Raman Scattering

In stimulated Raman scattering (SRS), the power of the
lower-wavelength channels transfers to the higher-wavelength
channels. The interactions between the photons change their
wavelength. Subsequently, this affects other channels in the
medium. Increasing or decreasing a photon energy results in
generating photons with higher and lower wavelengths than
the original photons are referred to as Stokes and anti-Stokes,
respectively. Stimulated Brillouin scattering (SBS), which is
based on the vibrational energy, has a lower effect on the
quantum channel because it has a frequency shift of 10 GHz.
The SBS shift is small especially for CWDM networks with
a spacing grid of 20 nm. However, Raman scattering has a

8
cw 1351 nm
7r cw 1331 nm |
cw 1311 nm
6 cw 1351 nm ow 1291 nm
=]
©
o
S4
£
©
o

w

0 I

1420 1440 1460 1480

Wavelength [nm]

1500

Fig. 4. Shows the range of Raman gain (in arbitrary unit) caused by the
pump of the classical channels. The maximum Raman gain of the 1351 nm
channel occurs at wavelength of 1435 nm. All the major noise of the classical
channels occurred before the wavelengths of the quantum channels.

larger frequency shift up to 15 THz with intensity peak at 13
THz. The direction of the frequency shift caused by the flat
dispersion is free from the scattering direction. Therefore, a
frequency shift occurs in the directions of the propagation as
well as the direction of counter propagation [49]. The Raman
frequency shift is giving by:

h' = hv £+ hf, (D)

Where hv', hv, and hf, are the new photon energy, the
incident photon energy, and the vibrational energy respectively.
In our design, the classical channel at 1351 nm is closest to the
quantum channel at 1531 nm. The maximum gain of Raman
scattering is known to be within 13 THz from the pump signal.
So, the frequency of the classical channel is:

1 8
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and the stokes-shift frequency is:
v =(22.2 — 1.3) ¥ 10'3 = 2.09 x 10* 3)
Therefore, the Stokes-shift will correspond to wavelength:
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To verify the effect of Raman Stokes-shift in our architecture
we set the pumps of the classical channels to launch 0
dBm at 1351,1331,1311 and 1291 nm, then we observed the
Raman scattering Stoke-shift. The maximum power gain of
the classical channels 1331 and 1351 nm occurred at 1415 and
1435 nm respectively also, the peak gain power of the 1311
and 1291 nm channels occurred before at 1389 and 1367 nm
respectively Fig. 4. Thus, in our design, the classical signals
have a minimum effect on the quantum channels. Also, we
varied the separation between the channels to observe the
noise reaching the quantum signals. We varied the spacing
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Fig. 6. This diagram illustrates the direct entanglement distribution in the
access network. The output states of the process of SPDC are demultiplexed
and sent to the optical network switch, then to the end users. Classical
communication signals between users are routed through the optical switch.

between the highest classical channel wavelength (1351 nm)
and the lowest quantum channel wavelength (1511 nm). We
notice that the noise in the quantum channels increases as
the classical channel get closer to the quantum signals Fig.
5. Therefore, in our architecture, Raman Stokes-shift from the
classical channels has less impact on the quantum channels.

E. Entanglement Distribution in an Optical Access Network

Let us consider entanglement distribution and classical
communication in an access network. The EPR source, which
is located in the access network, have direct communication
with all users through the optical network switch. Using laser
with pump power of -99 dBm, we setup the wavelength of
the laser in the SPDC to create two entangled states set at
1531 nm and 1571 nm Fig. 6. A WDM multiplexer carries
the signals from the EPR source to the network switch. Then,
the switch forwards the entangled states to the end users. The
insertion losses in the CWDM multiplexer and the optical

switch are 1.5 dBm/km and 1 dBm, respectively. This results
in a slight decrease in the coincidence rates [46]. We used
the O-band between 1271 nm and 1351 nm for the classical
communication. The extra connections in the optical switch
routes the classical communication between the users [45]
within the access network. Since this access network has a
short distance with few components, it has a low insertion
loss close to 3 dBm.

F. Entanglement in Metropolitan Optical Network

We based the core network on ITU-T G.694.2 CWDM
that contains a grid wavelength range between 1270 nm
and 1610 nm. This spectral grid has 18 channels based
on a space of 20 nm between the channels. We designate
the wavelengths between 1271 nm and 1351 nm for the
classical communication which launches signals at power of
0 dBm. Also, the wavelengths 1511 nm and 1571 for the
quantum communications. We setup the EPR source as a
centralized node for entanglement distribution in the entire
MON. Users in the same or different access networks requests
to share entanglement pairs for establishing secret keys using
entanglement-based and entanglement-assisted quantum key
distribution. When the EPR source receives a request, it creates
entangled states by the process of SPDC in 1531-1571 nm
or 1511-1551 nm, which correspond to CWDM channels.
The output states travel from the EPR access network to
the CWDM based backbone via the local ROADM. Then,
the EPR source remotely reconfigures the MEMS optical
switches in the ROADMs to drop the wavelengths of the
entangled states in the target access networks. Then, they
pass through the AN/ROADM multiplexer. Then, the signals
are demultiplexed to the network switch. Finally, the optical
switch transmits the states to the end users Fig. 7. Using the
dedicated and authenticated classical channel of each access
network, users establishes secret keys using quantum key
distribution protocols.

In the MON, we assume that the distance between neigh-
boring backbone nodes is 4 km and the distance between
the backbone node and the access network switch is 3.5 km.
Also, we assume that the distance between the access network
switch and the end users is 1 km. We estimate the insertion
loss in the network based on loss budget of 30 dBm [36].
Each access network has different insertion loss because of
the centralized EPR source. The major insertion loss in the
first access network results from two backbone nodes, fiber
optic attenuation, and the access network switch. Therefore,
the total insertion loss in the first access network is 13.22 and
10.6 dBm for the classical and quantum channels respectively.
In the second access network, the signals travel through three
backbone nodes and double the distance of the first access
network. The total insertion loss of the second access network
is 18.5 and 15.4 dBm for classical and quantum channels
respectively. The insertion loss for the entire access network
in the MON is provided in Table II.

The maximum insertion loss occurs in the fourth access
network as the signals travel the longest distance and pass
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Fig. 7. This diagram shows the centralized EPR source for entanglement
distribution in MON. Quantum signals sent from the EPR travel in the
backbone network then dropped in the designated access network by the
ROADM. By remotely reconfiguring the optical switches in the ROADM
causes the wavelength of the entangled state to pass or drop. The wavelength
of the classical channel is fixed for each access network and used for the
classical communication between the users in different access networks.

TABLE II
INSERTION LOSS FOR EVERY ACCESS NETWORK IN MON

Network | No. ROADM | Loss C ch (dBm) | Loss Q ch (dBm)
AN-1 2 13.22 10.6
AN-2 3 18.5 15.4
AN-3 4 23.78 20.2
AN-4 5 29.06 25

through several backbone nodes. The largest insertion loss
in this network is tolerable as it falls below the acceptable
30 dBm loss budget. Adding new access networks results in
insertion loss greater than 30 dBm in the new access networks.
However, increasing the number of the users in each access
network has no effect on the insertion loss of the access
networks. Consequently, the overall performance of the net-
work remains unchanged. In Fig. 8 we show the optical noise
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Fig. 8. Shows the optical signal-to-noise ratio in the quantum channels with
respect to different spacing to the wavelength of the classical signals.

to signal ration (ONSR) with respect to a different channel
spacing between the classical and the quantum channels. The
spacing in our architecture proves better ONSR because the
classical signals have less impact on the quantum channels.
Fig. 9 shows the power of the signals measured at the last
access network for fiber lengths of 20,40 and, 80 km.
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Fig. 9. Shows the power of the signals of the classical and the quantum
channels at the last access network and under different 20, 40 and, 80 km
fiber length. Note that, the drop between 1351 nm to 1511 nm indicates the
spacing between the classical and the quantum channels.

Also, we show the bit error rate in Fig. 10 with respect to the
length of the fiber optic. The fiber attenuation loss decreases
the signal power which increases the bit error rate. It is
possible to amplify the classical signal to reduce the BER and
increase the signals traveling distance. However, there is no
equivalent quantum amplifier quantum due to the no-cloning
theorem [50].
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Fig. 10. Shows the bit error rate of the classical channels for fiber length
between 20 and 100 km.

We compare our network with the reference work in [45]
using the same parameters in Table I. We reduced the overall
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Fig. 11. Shows comparison between our network and the reference work. We
reduced the network loss and increased the number of access networks from
three to four within the acceptable network signal loss.

network loss and increased the number of the access networks
from three to four Fig. 11. Also, we considered a centralized
EPR source to serve the entirce MON instead of local EPR
sources. The design of our ROADM provides a dynamic
adding, dropping, or passing of the quantum wavelengths
at each backbone node. In addition, the assigned classical
channel provides a private communication between the access
networks.

IV. CONCLUSION

In this paper, we presented a quantum entanglement dis-
tributing entangled in metropolitan optical networks. The
centralized entanglement source serves all the users in the
network. It creates entangled pairs with wavelengths that
correspond to channels in the CWDM. By specifying the
wavelengths to drop, or pass at each backbone node, we
provided a dynamic entanglement distribution for the entire
network. Quantum and classical signals travel in the same fiber
optic within different spectral bands. Classical signals travel
within the range of 1271 nm and 1351 nm while quantum
signals travel within the range of 1531 nm and 1571 nm.
We reduced the effect of Raman gain caused by the classical
channels at the wavelengths of the quantum channels. The
maximum insertion loss in the network is 25 and 29 dBm
for the quantum and the classical channels respectively, which
falls below the acceptable 30 dB budget loss.
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